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D
espite  the potential societal benefits 
of granting independent research-
ers access to digital platform data, 
such as promotion of transparency 
and accountability, online platform 
companies have few legal obligations 

to do so and potentially stronger business 
incentives not to. Without legally binding 
mechanisms that provide greater clarity on 
what and how data can be shared with in-
dependent researchers in privacy-preserv-
ing ways, platforms are unlikely to share 
the breadth of data necessary for robust 
scientific inquiry and public oversight (1). 
Here, we discuss two notable, legislative ef-
forts aimed at opening up platform data: 
the Digital Services Act (DSA), recently 
approved by the European Parliament (2), 
and the Platform Accountability and Trans-
parency Act (PATA), recently proposed by 
several US senators (3). Although the leg-
islation could support researchers’ access 
to data, they could also fall short in many 
ways, highlighting the complex challenges 

in mandating data access for independent 
research and oversight.  

As large platforms take on increasingly in-
fluential roles in our online social, economic, 
and political interactions, there is a grow-
ing demand for transparency and account-
ability through mandated data disclosures. 
Research insights from platform data can 
help, for example, to understand unintended 
harms of platform use on vulnerable popu-
lations, such as children and marginalized 
communities; identify coordinated foreign 
influence campaigns targeting elections; 
and support public health initiatives, such as 
documenting the spread of antivaccine mis- 
and disinformation (4).

The “Facebook Papers,” leaked by whistle-
blower Frances Haugen, gave unprecedented 
insight into that platform’s opaque prac-
tices (5). But reliance on whistleblowers and 
leaked data is untenable. Researchers need 
lawful access to platform data appropriately 
scoped to advance scientific knowledge and 
evidence-based policy-making. Yet, how to 
do this responsibly and in compliance with 
relevant data privacy laws and regulations 
remains debated (6). 

Platforms have made data available to in-
dependent researchers through public appli-
cation programming interfaces (APIs); how-

ever, because platforms’ sharing of data with 
independent researchers has been primarily 
voluntary, data access has often been unreli-
able, inconsistent, and incompatible with re-
search needs (6). For example, research ques-
tions that require data unavailable through 
an API, such as impression data and demo-
graphics of those exposed to disinformation 
campaigns, must rely on research partner-
ships with a platform or circumvention 
methods such as web scraping or requesting 
data directly from users (7). These methods 
are often not ideal because they pose ethical 
and legal concerns and may result in collec-
tion of data that is limited in terms of scale, 
quality, and precision (8). 

COMPETING INCENTIVES 
Despite the societal benefits, researchers’ 
access to platform data is becoming more 
difficult. A tension exists between private 
incentives to retain data for financial, repu-
tational, and privacy reasons and public in-
centives to access data for scientific research 
and oversight (1). For example, platforms 
have pushed back against mandatory data 
disclosures, emphasizing legal requirements 
to ensure user privacy and protection of 
proprietary information (6). Lawmakers 
have countered that data access is justified 
because large platforms wield substantial 
and increasingly monopolistic control over 
information online, which poses risks to in-
dividual rights and collective well-being [see 
Recitals 53 to 58 of the DSA (2)]. For lawmak-
ers, access to data for empirical research is 
seen as a necessary step in ensuring trans-
parency and accountability.

Platforms’ hesitancy to share data with 
researchers is not wholly unwarranted. A 
Facebook-approved research partnership 
with Cambridge Analytica resulted in scan-
dal, a $5 billion fine by the US Federal Trade 
Commission (FTC) for privacy violations, 
and new requirements in an FTC consent 
order to implement comprehensive data pri-
vacy and security safeguards (9). 

In the face of steep fines and unwanted 
oversight, platforms often justify restric-
tions on data sharing with independent re-
searchers by claiming that there is a lack of 
clarity in data privacy legislation and regu-
latory obligations (10). One of the primary 
pieces of legislation invoked is the General 
Data Protection Regulation (GDPR) by the 
European Union (EU). Platforms claim that 
the GDPR lacks clear standards for data 
anonymization and pseudonymization and 
approved cross-border transfers of personal 
data (10). 

Difficulties faced in the Social Science 
One initiative are a quintessential exam-
ple. Despite Facebook’s partnership with 
Social Science One, an initiative that seeks 
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to facilitate academic researchers’ access to 
Facebook data for public-interest research, it 
took nearly 20 months for researchers to gain 
access to the data the platform had prom-
ised (6). Facebook attributed its delay to the 
need to establish data privacy mechanisms 
to maintain GDPR compliance. Researchers 
used the data for 2 years before Facebook 
admitted that the data had a serious flaw: 
It was only representative of approximately 
half of US users, those who had a detectable 
political leaning (11). Researchers’ trust in 
future data they receive has been seriously 
diminished (11). 

Researchers trying to collect data outside 
of API access and formal partnerships have 
faced fierce opposition. In August 2021, 
Facebook disabled accounts of researchers 
behind the NYU Ad Observatory, claiming 
that the researchers had inappropriately 
scraped users’ data on targeted advertising 
(8). Although Facebook justified its actions 
as necessary to ensure data privacy compli-
ance mandated in the FTC consent order, the 
FTC issued a letter rebuking Facebook’s ac-
tions and reemphasized that the order “does 
not bar Facebook from creating exceptions 
for good-faith research in the public inter-
est. Indeed, the FTC supports efforts to shed 
light on opaque business practices, especially 
around surveillance-based advertising” (12).

LEGAL MANDATES FOR DATA ACCESS
Platforms’ resistance to share data demon-
strates the need for clarity in how data pri-
vacy legislation and regulatory mandates 
should be interpreted (6, 11). The European 
Data Protection Supervisor in January 2020 
reemphasized that the GDPR seeks to sup-
port data access for research and provided 
additional guidance on data governance 
for research purposes (13). The European 
Commission established a “Code of Practice 
on Disinformation” to support researchers’ 
access to data, and the European Digital 
Media Observatory is establishing a frame-
work for GDPR-compliant data access (14). 
Although these efforts are critical, platforms 
likely will not make data available without 
binding legal mechanisms. Legislation pro-
posed in the EU and United States that seeks 
to mandate platform data access for research 
and oversight could thus be transformative. 

The Digital Services Act
In light of the role played by “very large online 
platforms” (VLOPs; having at least 45 million 
active users in the EU) in “facilitating the 
public debate and economic transactions,” 
the DSA would compel VLOPs to conduct as-
sessments of systemic risks stemming from 
their services, such as dissemination of illegal 
content; impacts on fundamental rights; and 
the “intentional and, oftentimes, coordinated 

manipulation of the platform’s service, with a 
foreseeable impact on health, civic discourse, 
electoral processes, public security, and pro-
tection of minors” (2). Once identified, plat-
forms must implement appropriate risk miti-
gation strategies (2). These assessments and 
mitigation strategies would be auditable and 
may require platforms to make data available 
to a “Digital Services Coordinator,” an inde-
pendent authority established in each mem-
ber state; to the European Commission; or to 
“vetted researchers” to support transparency, 
accountability, and compliance with relevant 
laws and regulations (2). The Act defines 
“vetted researchers” as individuals with an 
affiliation with an academic institution, inde-
pendence from commercial interests, proven 
subject or methodological expertise, and the 
ability to comply with data security and con-
fidentiality requirements (2). 

The DSA requires platforms to make three 
categories of data available through online 
databases or APIs (2): (i) Data necessary to 
assess risks and possible harms brought 
about by the platform’s systems; (ii) data 
on the accuracy, functioning, and testing of 
algorithmic systems for content modera-
tion, recommender systems, or advertising 
systems; or (iii) data on processes and out-
puts of content moderation or of internal 
complaint-handling systems. In response to 
increased awareness of the risks of targeted 
advertising, Article 63 explicitly requires 
VLOPs to create a public digital ad repository 
that must include the ad’s content; the entity 
behind the ad; whether it was targeted and, if 
it was, the parameters used for targeting; and 
the total number of recipients.

The DSA also stipulates that the European 
Commission, in consultation with the 
“European Board for Digital Services” es-
tablished by the DSA, is tasked with adopt-
ing derivative acts that will determine the 
“technical conditions” for GDPR-compliant 
data sharing (2). A primary challenge will 
be to determine how data should be con-
structed and shared with researchers in 
ways that are GDPR-compliant while main-
taining enough detail to make data useful 
for research. The DSA provides protections 
to platforms from having to share data 
that may pose a security or financial risk, 
such as trade secrets. Transparency in how 
VLOPs use this protection will be important 
to mitigate exploitation.

Platform Accountability 
and Transparency Act
PATA is the most comprehensive law pro-
posed in the United States to require large 
platforms (having more than 25 million 
monthly users) to make data available to 
support scientific research and oversight (3). 
Proposed in December 2021, the Act compels 

platforms to make data available to “quali-
fied researchers” through a process interme-
diated by the National Science Foundation 
(NSF) and the Platform Accountability and 
Transparency Office (PATO) to be established 
within the FTC (3). 

The Act defines a “qualified researcher” 
as university-affiliated and establishes a pro-
cess by which researchers are granted access 
to platform data (3). First, all projects must 
receive ethics approval from the institutional 
review board at the researcher’s affiliated in-
stitution, followed by approval from the NSF. 
Then, in collaboration with the researchers, 
the NSF determines what platform data and 
information is necessary to carry out the re-
search. Last, the research project is referred 
to PATO, which brokers data access between 
the platform and the researcher. PATO is also 
responsible for establishing privacy and cy-
bersecurity safeguards for platform data and 
information provided to researcher(s) (3). 

The Act establishes provisions to mitigate 
potential harms of data sharing and better 
ensure platforms’ compliance. For example, 
researchers must comply with privacy and 
cybersecurity provisions and may only use 
the data for the specified research project. 
Those who intentionally violate the privacy 
and cybersecurity provisions will be sub-
ject to civil and criminal enforcement (3). 
Platforms that fail to comply with the Act 
may face financial penalties and lose im-
munity protections for user-generated con-
tent granted to them in Section 230 of the 
Communications Decency Act (3). 

To support broader access to platform 
data, the FTC is granted authority to “re-
quire platforms to report on or disclose data, 
metrics, or other information” that will “as-
sist the public, journalists, researchers, the 
Commission, or other government agencies” 
in assessing the impact of platforms on con-
sumers, institutions, and society; promot-
ing the advancement of scientific and other 
research; and ensuring compliance with 
federal law (3). When possible, the data and 
information must be made publicly available 
through a format that is “accessible and un-
derstandable to the public,” such as a search-
able database or API (3). The FTC may also 
require platforms to disclose the following 
on an ongoing basis: content that has been 
“sufficiently disseminated” (an unclear met-
ric to be clarified by the FTC); content origi-
nating or spread by major public accounts 
(having at least 25,000 followers or at least 
100,000 monthly viewers); and statistically 
representative samples of public content 
(3). The data and content must be accompa-
nied by supporting information, such as dis-
semination and engagement data, audience 
characteristics, and whether the content was 
recommended or amplified by the platform’s 
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algorithms (3). Like the DSA, PATA also com-
pels platforms to report data and informa-
tion on targeted advertising, such as the use 
and characteristics of algorithms used and 
content moderation tactics. 

PATA also establishes a process to balance 
the private interests of platforms with the in-
terests of the public. Researchers are required 
to submit a prepublication version of the re-
search to PATO, and platforms are given au-
thority to object to publication or release of 
any analysis that they believe does not com-
ply with federal, state, or local privacy laws 
or risks disseminating confidential business 
information or trade secrets. Researchers 
are given the opportunity to amend their 
research or appeal. If the platform still ob-
jects, PATO makes the final determination. 
Platforms may thus be limited in their ability 
to block the release of unfavorable research 
findings under the guise of legal compliance 
or protecting trade secrets. 

RECOMMENDATIONS
Although DSA and PATA are promising, 
several potential constraints merit further 
attention. 

Broaden the scope 
Both Acts have restrictions in scope that, if 
broadened, would better enable research on 
a wider breadth of topics from varied epis-
temological approaches. The DSA and PATA 
support data access for research but differ 
in their underlying intentions for doing so. 
The DSA primarily focuses on data access 
to support research that informs oversight 
and compliance with relevant laws and regu-
lations, whereas PATA also seeks to enable 
general research. By scoping data access to 
only that which is necessary to ensure over-
sight and compliance with specific laws and 
regulations, the data to be made available 
may have limited usefulness for broader re-
search. Legislation should compel platforms 
to disclose data for the purpose of advanc-
ing scientific knowledge. Research supports 
greater transparency and empirical under-
standing of platforms’ effects, which is nec-
essary for accountability and oversight.

Transparency is needed in how “vetted/
qualified researchers” are selected, and 
mechanisms should be in place to ensure 
that certain institutions and disciplines are 
not disproportionately favored. We recom-
mend expanding the types of researchers 
who are qualified to access platform data to 
include nonacademic researchers, such as 
journalists and others who aim to inform the 
public about critical matters. These individu-
als could also be “vetted/qualified” through a 
formal review process. Unlike the DSA, PATA 
proactively expands data access beyond aca-
demic researchers by creating a safe harbor 

for journalists’ and other researchers’ col-
lection of platform data through web scrap-
ing; voluntary donation by users, including 
through browser extensions and plug-ins; 
and creation of research accounts. Without 
this protection, research and public aware-
ness may be stifled out of fear of retaliation.

Infrastructure and intermediaries
Increasing the availability of platform data 
will have limited effects if there is not also eq-
uity-driven investment in research infrastruc-
ture. Research institutions such as the NSF 
or the European Research Council should 
increase support for research infrastructure 
to better ensure that a greater diversity of re-
searchers across institutions and disciplines 
are equipped to store and analyze data in 
compliance with the legislation. Otherwise, 
the requirement that researchers must have 
the capacity to comply with data security 
and confidentiality requirements will likely 
favor larger institutions and disciplines with 
greater research infrastructure (such as com-
puting power and cybersecurity). 

To counter infrastructure constraints, law-
makers should also look to the data interme-
diary model to enable diverse researchers’ 
access to secure, interoperable, cross-border 
data. Trusted intermediaries may be able to 
support development of robust data-shar-
ing ecosystems by working with platforms, 
researchers, and users to establish data-
sharing models that advance public-interest 
research while ensuring compliance with rel-
evant laws and human rights norms. 

Address methodological challenges
Platform data is often not collected with the 
intent that it will be used in scientific re-
search. Its structure may be at odds with the 
goals of scientific inquiry (4). For example, 
a sample of network data may have char-
acteristics that are wholly different from 
the entire network itself (15). Moreover, 
researchers are completely reliant on plat-
forms to provide datasets free from omis-
sions or edits. Any datasets made available 
to researchers should provide metadata 
and other contextual information, includ-
ing how the data was generated and col-
lected, effects of the platform’s design (such 
as recommender system) on the data; how 
sampling was conducted; and, if applicable, 
how the data was cleaned, transformed, or 
modified before being shared. In doing so, 
data and research insights will be of higher 
quality and accuracy, better ensuring that 
any resulting oversight is appropriately 
scoped and effective—a benefit for both the 
public and the platforms. 

The legislation will require robust ano-
nymization efforts, such as the use of dif-
ferential privacy, which may diminish the 

data’s value for researchers (4). To address 
these challenges, partnerships between 
lawmakers, platforms, and independent 
researchers are necessary to better ensure 
that data are generated, collected, and 
made available in ways that are of high 
value for scientific inquiry and public ac-
countability while maintaining legally 
compliant data privacy and security. 

DEMAND FOR TRANSPARENCY
The European Parliament adopted the 
DSA during its January 2022 plenary. The 
Act will now go through subsequent nego-
tiations between the EU Parliament, EU 
Council, and the EU Commission. PATA’s 
fate is less certain. Although the bill has 
garnered bipartisan support, it has yet to 
undergo formal congressional debate. PATA 
builds on several bills that aimed to make 
platforms more transparent and account-
able. However, it addresses many of the 
previous bills’ shortcomings by providing a 
comprehensive strategy for how to compel 
platform data access for research and over-
sight. As such, PATA’s chances of becom-
ing law may be stronger. The emergence 
of these legislative efforts suggests that as 
large platforms increasingly play a central-
ized role in our social, economic, and politi-
cal interactions, the demand for transpar-
ency and accountability mechanisms will 
continue to grow. j 
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